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AUTSE HTHAT T HH SATHHUIHT THNEEAR ARR ETE 4|
TTEER SATHHUT T SAERT fafT Tohe® B aX AR HHTSTohT HEATEEaTs J: 3T T

HTIS SATSHHUTER (SUTTsRH STTET) TETHI B;

o UGk (Deep fakes): TATS AT T fosHT TitenT afisr, stfea an fyfssnarha
ST efer qata o1 SiHd STfer T S|

o 9fgEM AR (Identity theft): HTFHURRICT AUTSERT Al AT SHIVGEHAT g STH
T AT TOHT S &) AT ITEa T Hicd g Tehrloh HTHHURRRI quTSeh!
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Compromise ST =)\ 2T A1r: caft T g5 S T TTRTHT FHA o1 F<IHTHA
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CERT (Computer Emergency Response/Readiness Team) T TITeheteh!
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AT ot TTeqE®ahl ShH T T4 Hfehes, S “oceanapplerift”l

o FSSTAFH] T TR SHaTET rall-ad Hel THTETe®eh AT Sg-SHTUfTHTT
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o fg—smfiehtoT (Dual Authentication) H&TH THehRT AT fafer=T TIEE Juctey
T, STEHT THTST S;

= Duo Mobile (Cisco)_

= Microsoft Authenticator

= Google Authenticator
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o gfg ?‘l'CITfélﬁ MY rrf%gq fifq &9 ﬂ'}l, {I}'ﬁﬁ'ﬂ? GDPR (General Data
Protection Regulation) TS ST HISeTehl EUHT Tl TH Hich-s|
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=ft wrew |tk TRawe ST

o USB Rearh! TaNT T SUHIUIEE sfiel ST TG0l T Al Aia{erd]|

e
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o TS FS{ehT 0T § &ffdelie quTgen! forgld wfsheetts gierd e wfehe sisht ST

T Faem TR
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T B T 60) |
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= Experian:https://www.experian.com/blogs/ask-experian/the-
latest-scams-you-need-to-aware-of/

= Ofcom:https:// www.ofcom.org.uk/phones-and-broadband/scam-
calls-and-messages/top-tips-to-stay-safe-from-scammers/

= Which:https://www.which.co.uk/news/article/the-latest-scam-

alerts-from-which-aBRLy2b02Wk
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o AT HEHTUT TS T forfieh Hoeaa 9 31u<e e |
o IET HATSTEEHT TT: TOTATATS LT T HEANT T G GEREE HHIRT
T |

o Tl TATTRATEE ST TTaaS ST THTEeHT S el Hd Te |
o TEATHT ITFLOTEEHT TN 7T UTg TCH T THITE® HifHd T |

o HIY ITeRT THUSTHR Tl TANTHATEE St qrHas ST Mgt B9, W
g e |

o TSSTHT ITHIUGEHT TANT T WIS TH qT TR HIid e
o AfheEells HGSTH IUFHUEEHT ATH FHLAT UAS a1 TAGET TH

ERCCaTa)

o WUST FeE UAT Y, FATSS HAT USRI qUT Jelf-erd TaT YSrehehl TINT
e
o o HaT YR [SSTE TRRY § LA THTART THUHT FWIEEE T8
AT HIATTHT B = G121 Ter|
o TG RTTIA TR SfErer arart SiRaves Eifid T #ed TS |

o qUISH Tl TITE® qAT FA UM [oT (32 %6 rgH) Iusures Sfed
TEESENT uferd TREsh B T At greases i s aitedd T, w=
it

o UTEHTEEATS 32U UE 4 STTevaeh WAT, ATEHTEHT B Guest Network (Ffeer
“eereh) fasiT e
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o FEA TAZH! T ACThclls HRRATAH! TSNS I W Wed TS, el
gIeHTOT (Malicious) STSHHUTEESIE TETehelTs YUfard Tt TeaT J=ss|

(O o o Lo o o o
® dUlgshl JIgHhIg dddehehl UTHIsa® ﬁlt‘ll‘-ll, T SlTeHT T HISTel Qg TSI =

Tfeh TATTAT TETR Y, (GHEATET 9T ) |

o TUTSERT TUMTCHEEHAT T &l ATl Tgae® VPN (VRS TTEHE eeeh) HTthd A1 g
SATET TRTHT B W T T

AUTSehRT ATHTZE

TUTSER! ATATSE HHARETHRT TSR] FAT Bl TAh! Healgesel quTels GLerd Fa
o UrHTEIY foh TUTSHT ASFATSEHT HUHI Hel WA Fefehet T AT 3= TN 7
EIEz=]
o TS % IS ATETEH ?

o qUTSSHT ASFATSE BIRE T WTIRT T ELITd Hell Tk ST TT{e 4]

o JUTSSHI JSTHISSHT UhT SIETh! HATHd EIHT sAThTT %gt‘»lw

~

o qUISSHT ATESHT o TN SWTSH Wl TIE A ISR, T caehl T G

Tl

fory w5 forem e
n QU HIEEER SRR WS Fees 6 SHieears afeam
feh e o ATeTEs ?
n 7 Y TR GegAsiiel STtefoTehl AT SRIEhREEHT H el T
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|FE MTERT SSL (Secure Sockets Layer) SHTOTSS STH @4, et HTEROT hitp i
|1 Uerd BIEHERL ZIAH WIelhel (https) SANT T+ W&TH S-ISS | https AT ST

HTEH-EM T3 STSSR T aeitafi=r Geiera o gishee Teeh! Ster wfie i |

o FRTTI GRETT FHSIEE Ul T ST JeRATSeah! HafHd ST aierr ey |

o STHHA ATH/STHT (URL) HHEF BTl G 701 TReTe |

o AT FRIFHTEEN U STHT Tgehald (scrape) TH TGl SIS, Tedad EIAT

3§ 1S STHTT ST fATgshes QTHT=rea ST e
o TITEE qUISA% (HefyTd T W‘i’g (Contact Page) WT@@'{{I
» HTEYIE WHT CAPTCHA (Completely Automated Public Turing
test to tell Computers and Humans Apart) afer FomT 7 AR
o Wéﬁﬂmi”% (image) WT@Q
o dT a(dot)person(at)organisation(dot)org STET QT AT ST &
e |

o FHET HEATREA info@organisation.org ST U3 SRl HPeh §-Hed ST AT T2
T TS |

o HTHT Hel add-ons AT plugins T AT (update) AT TR |

o AT JeHTEeHT T TR IH T Aqdle T ATThHR € agearent
FATHEEATS AT fo] ITH STV AT
o ﬁqﬁwﬁqﬁmmn(usemame)twaé%ﬁwwgﬁmw
SATETI e
o Taf=T YRRt TANTRATEET TIRT Hieh-hidh et dee® SN e T
JITE (admin) WTATEE T o1 GEICAT Hifd Teger]
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o JeraTEEEERt o af Tltgd MR a1 Siieres qrer T
o TRINTERATER STeT SFERT ST TR e~ €T T qT FeFHT foehcus® Ja
T 1T AT U fl;_eﬁ (cookies—mgﬁww?ﬂﬁ ™ a9
TR TN T Tgeres) Aifdes qam qTHei fo=m Tierd]

o TR deHTse fEsTTeuT Tcafers @< T+ STavaeh 84, T quigel f& =Teeh! -t
TIE T ESA FIHT T g1 T TSI T T e |

o If qUISHT sl 3‘!’:[‘4'% s W Vulnerability and Penetration Testing
(VAPT) T forearmr fomm e

TR ST

ESTET AT HTSToRT HETEweT ST HTHeh! FEIT T T HeTHTEIREET SIS HTHTISh
GSTEHT Jufeerfe e ATe-, T HTHISIR HoslTel ST el FoET Hraif-erd geams=

WIIQHHS{‘WH{ g T 137\'! HTRIE S |

o F-FA WIS HoITA IEHH TN T W forsRmmT emqeish fomm e,

feptfep oft Tolet 3t 1 ol WOHT TS Tt TEhT SIETSTE ATHT HHISSH|

o THT HEATATS THHT 3 T THT ATAH TTH THHT A AN AThesars 7

o

AHTTSTR TSIl AT AT TS T A foferd |

A+

o T SAT A TN A (username) T ITHAS SANT THE (T I

"II(\{QOI')I SRIEREIEIS &\-I:Sl%lj

o THTIN HosTToTeh! HHEeEh! HaRIdT (Ao sftheedT 71 EiHd Te |
o I AT HESHHT THEh! FRITEE TaNT e T 4 a3t o
FrmeEnT wEHd SHIST TSR]
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o WFS WUEF Signal STEAT 3i5hee HUTSTS TUe® ST TR Y|
o WhatsApp o Ui e TeeSeEHT Signal &I end-to-end encryption TN
LE]
o gfe qurg’ Telegram T TI':E@ 9 g9 “Secret Chat” HI€ T ﬂgfgh{, ™
IE ITIEIMT 9 end-to-end encryption Fad §'§ ST TR9TTeRT TR 91
IUEH E|

o WY SAfT Afezearn R qf (wHE, T AT STHeE qud) quTsh

wifcrferfer AT FHETEERT dikr diee T Al

3-UCTE®

3-HAEE 9L FHHSIREEh! B &1 L 3-Hel WIATeEHT STHA g a6 TEH! o |

o T FHHALIEER AT TOHT 3 HA FLarare-H TRUTEES JaM T+ a9 341
SRTCERT STRGH a1 ST (W11 Seciitad STER) S SR ITH g felereh o fao
ST ST R TS|

o ST HEATITE YSTSURT S-HeAh! SaT% STeshehl T 3MHT 3-Helg® HrITlad
G G ] Wl HI=rell TRy |

o o Ul 3 HTHT Wbl foTgsh qoerd faeteh TTHere SIeeF Eeh THTTOERdT T
geer gt &t Gfer ikt ga| i queR! SteremEr ai wshaeen O fomm
D '\l

o TR HUHF Ioerteh! GLell T g T SPAM ftheetes S e |
e DMARC (Domain Message Authentication Reporting) WT@@EI

o % iy $-TeTufer Trgeht T, FEEET $-Ha Eieq wfEr 3 fefeet et
et TweTer AT JFaeh T SicaTied e
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o HUHA $HoR! o Frmes fufor TaR foeR e, SEeHER had
o TradheEaTe ST §-HeTe® I T T
o THATS G¥eh foraror (AT Ieciflad SHTHR) W HASH T TE0T 78t 3Fed=
THTRRT BT T |

° am@'&&ﬁﬁmﬁbcc (Blind Carbon Copy) ‘S@"TT@'F[I
o IGI TET TTHeRA & Ueh3Tehioh! 3—HeT ST 36T e

Trreer

A Ui TR £ 0 0% FXeTd B Fieed TFie gad| Qi HITS IeciRad HeelTees arerT
T AT GRETEF-HT FEAThT ST TUTSeR! SETHT O He &Tfcieh! SFITaMT SecieH
AT TS Hehr| STHT, e HeweqU] TSR I8 FohTL o;

o T A Fd HIHT TUISH! HEAT WIS GATHFaE HeATee THIfd & &a
FRTEHT 39 © A~ U1 TR TR
o TTZER HTHAIH! THIE =J[HHIT 7T+ JeaART AISHT TR TETe ]

o fefSea gramsht et T8 0T AAfRTsh! UgTh SafhaTs SHER! oM

e

o THUTE TUT IEAT HHIAREE Aled Ta FHATEEAT Faftd qHT Hgel
GETHFEET STVATE T ATTAd e e

o TY AT yrHaSE® qur g8 JHTURTOT (Multi-Factor Authentication) piu
G

o W3S SATSHAVIER] Tk WOHT FoTfTer HednT EisTe |
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RfITE: Uiee ST ATeTH ShiIFehT ATHT UTHeRTHT TINTeT ST T |k |TRI
Hid: Hive _https://hivesystems.com/password

2024 HT EITH TUTSERT TTHAE F 16 T AT GH

ST B SATSHAVRH ZTIet-UUS-T foIfer SRINT T SIS Wieii, SO, T 3fshee shies
AT TS I TS| SRR T TreaSehl =T SRS SnT T Steerd wel Sis
T Ha | FFPETEE AT TioRaT 8 TRl T W T Aot FTeed el T6as
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Key elements to remaining
safe online: behaving safely

whattodo (%) What not to do:{) Don't...
* Learn about the tech and apps you = Share anything that could harm you or
want to use others
* Keep your digital identity safe = Write or say something online that you
+ Protect the most vulnerable (e.g, wiould not say to someone’s face
children and elderly) * loin an app/platform if you don’t want to, or
* Use parental controls on apps are unsure about
* Use multiple different passwords = Click on a website link you aren"t sure about
* Treat the digital world as you would * Use geo-location on social media

the real world

= Beware of "deep fakes”: they are not what
they appear to be

Key elements to wise use of
digital tech: what to do

o = Do use it productively for what you want 1o ute it for
= anll rot o el DOFPA S OF PIWETEIREAL Wl i 80 i 1 fae
* Do be vary caneful about what you post online
= Do learn progersy how to ute the tech and 3pps you ke S o
o ® Bl U LT BN OIS o@
o o At the setTrg e bee parestyl coreroly] L

* Do remember that everything “posted” remains online & o o @
somewhere for ever - ] o
€ - 00 be thoughttul and polie en social media 'Em d.

= Do tabes thme sway from dygtal tech

* Do think about creating muitiple entities/e-mals (with a
0 Leparate one for purthated)

= Ard bewp s “theen” bk phane lior emerpences

Key elements to wise use of
digital tech: what not to do

0 # Don't poat andhing riu woudd fot went ceiryene 1o e
T WG L e Pt g g

* Chwch proscy
M i e e B e o B
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T
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* Canadian Centre for Cyber Security (2024): Mitigating cyber threats
with limited resources: guidance for civil society,

https://www.cyber.gc.ca/en/news-events/mitigating-cyber-threats-with-

limited-resources-guidance-civil-society

* CISA (Cybersecurity and Infrastructure Security Agency, USA) (2024):
Mitigating cyber threats with limited resources: guidance for civil society,

https://www.cisa.gov/sites/default/files/2024-05/joint-guide-mitigating-

cyber-threats-with-limited-resources-guidance-for-civil-society-508c_3.pdf

e Civicus (2022): Safety & cyber security: 8 tips for civil society digital

defense,https://www.civicus.org/index.php/mediaresources/news/blog/6118-

safety-cyber-security-8-tips-for-civil-society digital-defense
¢ Cloudflare (no date): How to secure a website,

https://www.cloudflare.com/en-gb/learning/security/how-to-secure-a-

website/

¢ Coulson, G. (Betterteam) (2024): Cyber security policy overview and

sample template, https://www.betterteam.com/cyber-security-policy

¢ Crowdstrike (2024): 12 most common types of cyberattacks,

https://www.crowdstrike.com/cybersecurity-101/cyberattacks/most-

common-types-of-cyberattacks/
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GDPR.EU (2018): What is GDPR, the EU’s new data protection law?,
https://gdpr.eu/what-is-gdpr/
Gov.UK (no date): The National Cyber Security Centre,

https://www.ncsc.gov.uk/
IT Force (no date): 5 cybersecurity policies every medium-sized business

needs,__ https://www.itforce.ca/blog/cybersecurity-policies-every-business-

needs
National Democratic Institute (2022): Cybersecurity Handbook for Civil

Society  Organizations, https://www.ndi.org/publications/cybersecurity-

handbook-civil-society-organizations

Rubenking, N.J. (2024): The best free antivirus software for 2024, PC

Mag, https://uk.pcmag.com/antivirus/120817/the-best-free-antivirus-
protection
Splunk (2023): Top 50 Cybersecurity Threats,

https://www.splunk.com/en_us/form/top-50-security-threats.html

Tom’s Guide (2024): The best encrypted messaging apps in 2024,

https://www.tomsguide.com/reference/best-encrypted-messaging-apps_

Workable (2024): Company cyber security policy template,

https://resources.workable.com/cyber-security-policy.
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